Abstract -The true random number generator (TRNG) is
I. INTRODUCTION
T HE random number generator (RNG) plays a key role in enabling secure data transmissions [1] , [2] by generating random cryptographic keys. The widespread diffusion of internet-based communicating devices and internet of things (IoT) raises the need for compact and reliable RNG circuits, generating random numbers with high entropy and high throughput [3] . In addition, since emerging computing paradigms, such as stochastic [4] , [5] and brain-inspired computing [6] , [7] , require large amounts of random bit sequence [8] , they could benefit from a small yet effective random number source. In most cases, random bits are generated via pseudo RNG (PRNG), consisting in software algorithms generating random numbers via a deterministic function of a seed, e.g., the system clock [9] . However, these systems feature limited randomness and can be easily attacked [10] . Data protection against cyberattacks is achieved only with true RNG (TRNG), whose output random sequence comes from inherently-stochastic physical processes [11] . Their unpredictability makes hardware-based TRNG more reliable than software-based PRNG [12] , [13] . Possible entropy sources for TRNG are the random telegraph noise (RTN) in dielectrics [14] , [15] , quantum processes [11] , spintronics phenomena [16] , [17] and memristive devices [18] - [20] . In TRNG, the entropy source is usually the intrinsic variability of the switching parameters, such as resistance and set/reset voltages [21] , [22] . Both spin-transfer torque magnetic memory (STT-MRAM) [16] , [23] and RRAM [18] - [20] have been used to demonstrate working TRNG. A significant drawback in these techniques is their need for a probability tracking scheme to determine operative voltages for uniform TRNG, i.e., equal probability of generating 0 and 1 [20] , [24] . Recently, a differential approach using 2 RRAM devices has been proposed to avoid the need for probability tracking and its associated circuit and algorithm overhead [20] . However, such a differential scheme requires a relatively low mismatch between the switching characteristics in the differential pair.
Here, we report a novel methodology for physical unbiased generation of true random numbers based on the stochastic switching time of STT [21] . A differential scheme is adopted by comparing the switching characteristics of the same device over 2 consecutive cycles with either rectangular or triangular pulses. The new RNG concept is finally validated against the NIST SP-800-22 test suite [25] , with no post-processing.
II. STT-MRAM SWITCHING CHARACTERISTICS
We considered STT-MRAM devices based on a magnetotunnel junction (MTJ) structure with perpendicular magnetic anisotropy (PMA), as shown in Fig. 1(a) [26] . The MTJ consists of CoFeB pinned layer (PL) and free layer (FL), acting as bottom electrode (BE) and top electrode (TE), respectively, separated by a crystalline MgO dielectric layer. As schematically shown by the energy diagram of Fig. 1(b) , the device has 2 stable states, where the magnetic polarization in the FL is either parallel (P) to the PL, corresponding to a low resistance of the MTJ, or antiparallel (AP) state to the PL, corresponding to a high resistance of the MTJ [26] , [27] . Fig. 1(c) shows the measured currentvoltage (I-V) characteristics, which was obtained by applying triangular positive/negative voltage pulses to the TE with pulse-width 1μs, and collecting the current response from an oscilloscope [26] . 
III. STT-MRAM BASED TRNG
The switching event in STT-MRAM is inherently-stochastic, i.e., V set and V reset changes from cycle to cycle [21] , [22] . The statistical variation was explained in terms of a thermallyassisted magnetization reversal [28] , where the transition from P to AP (or vice versa) arises from a random thermal fluctuation of the FL polarization within the potential well of Fig. 1(b) , eventually causing the stochastic transition over the energy barrier E A . As a result, for any applied voltage V A > 0, there exists a statistical distribution of set times t set , namely the time delay between the application of V A and the set transition [21] . Similarly, there is a distribution of reset times t reset measuring the time delay between the application of a voltage V A < 0 and the reset transition.
The variation of switching voltage and/or time was used as the entropy source in previous TRNG concepts [16] , [17] . However, these schemes adopt a probability tracking approach to ensure TRNG uniformity. Differential schemes can generate random numbers with no need for probability tracking from the competition between 2 devices, although suffering from the device-to-device mismatch of the switching voltage [20] .
To solve this issue, here we adopt a differential scheme, where the device responses over 2 consecutive cycles are compared to yield a random bit. Fig. 2(a) shows the applied voltage and the current response in 2 consecutive cycles. In each cycle, a positive stochastic pulse of voltage V + is applied, followed by a negative deterministic pulse of voltage V − . Both pulses have a duration t P = 1 μs. Note that the positive current response during the cycle n − 1 differs from cycle n, namely, the set time t set during cycle n − 1 is shorter than in cycle n as a result of the stochastic AP -P transition. The random bit is generated by comparing the integrated current in the 2 successive cycles of the same STT-MRAM device. Fig. 2(b) shows the experimental probability distribution function (PDF) of the integrated current Fig. 2. (a) Measured rectangular voltage pulses and current response for 2 consecutive cycles n − 1 and n, (b) PDF of the integrated current Q n and (c) PDF of differential charge ΔQ n = Q n −Q n−1 . The pulse sequence includes positive and negative rectangular pulses for stochastic set and reset transitions, respectively, as evidenced by the abrupt steps in the current response. The random bit is assigned from the value of ΔQ n in (c). Q n = i dt. The measured difference Q n = Q n −Q n−1 shows a symmetric PDF in Fig. 2(c) , with equal portions of positive and negative Q n . Therefore, Q n is chosen as the statistical variable for generating the random bit, with the bit assigned to 0 or 1 for Q n < 0 or Q n > 0, respectively. The symmetric PDF in Fig. 2(c) ensures the uniformity of the generated bit with equal probabilities of the bit being 0 or 1. To further support the TRNG uniformity, Fig. 3 shows the probability of the occurrence of 2-bit sequences (a) and 3-bit sequences (b), indicating equal probabilities of 0s and 1s. Similar TRNG concepts with MTJ rely on whitening algorithms, such as the Von Neumann correction [23] or the XOR operation [8] , to obtain a sufficiently uniform bit stream. On the other hand, no post-processing technique is used in the present concept, thus contributing to minimizing the energy and area overhead of the TRNG.
The same methodology is shown in Fig. 4 , for triangular applied pulses instead of rectangular pulses. The current response in Fig. 4(a) shows variable set and reset currents. Integrating the current leads to the stochastic charge Q n in Fig. 4(b) , while Fig. 4(c) shows the symmetric distribution of the charge difference Q n , supporting TRNG with triangular pulses. Note that the TRNG pulse-width can be much faster than 1 μs used in Figs. 2 and 4 , since subnanosecond switching was reported for STT-MRAM [29] . A shorter time might allow for a higher TRNG throughput and a smaller Q n , hence a correspondingly smaller area of the integrating capacitor. Also, thanks to the differential read, our concept is reasonably immune from any external biasing effect, such as the application of an external magnetic Fig. 4 . (a) Measured triangular voltage pulses and current response for 2 consecutive cycles n − 1 and n, (b) PDF of the integrated current Q n and (c) PDF of differential charge ΔQ n = Q n − Q n−1 . The pulse sequence includes positive and negative triangular pulses for stochastic set and reset transitions, respectively, as evidenced by the abrupt steps in the current response. The random bit is assigned from the value of ΔQ n in (c).
field or a change in temperature. In fact, the external bias would only affect the switching threshold, but not its cycleto-cycle variability, which is the key entropy source in the proposed TRNG.
IV. RANDOMNESS ANALYSIS To validate a TRNG concept, evaluation of the randomness is mandatory. To this purpose, a industry standard statistical test suite for randomness qualification, namely the NIST SP-800-22 test [25] , was applied to our TRNG scheme for a wide variety of pulse amplitude V + , for both rectangular and triangular pulses. Tab. I shows the detailed NIST test output for 3 different voltages for both rectangular and triangular pulses. Although overall results indicate a good randomness, rectangular pulses show failure of some tests at relatively low or high voltages, with best results being achieved within a narrow V + window. On the other hand, randomness of the triangular case remains high for all the applied voltages. Fig. 5 summarizes the NIST test results by showing the pass rate for the non-overlapping template test. Results indicate the generally good performance with the triangular pulse scheme, and the existence of an optimum window for the rectangular pulse scheme. Results in Fig. 5 can be explained by the dependence on V A of the stochastic parameters t set and V set for rectangular and triangular pulses, respectively. For a rectangular pulse, the set time t set can be written as [30] :
where V A and τ 0 are constants, V is the applied voltage (V = V A ), and is the thermal stability factor. Given the exponential dependence in Eq. (1), and since the switching time t set should be comparable to the pulse width t P in Fig. 2 , there is a relatively narrow window of V A for which the entropy is high. On the other hand, for a triangular pulse with ramped voltage according to V = 2V A t/t P , the set voltage can be estimated by integrating the switching probability according to 1/t set dt = 1, with t set given by Eq. (1). The set voltage along the triangular pulse is thus given by [28] , [31] :
indicating a logarithmic dependence of V set on the maximum applied voltage V A . This explains the much smaller dependence of entropy on V A with respect to the rectangular pulse in Fig. 5 .
V. CONCLUSIONS A new TRNG based on the stochastic switching time in a STT-MRAM is presented. Purely white random bits are generated from the comparison of the current response over 2 consecutive set/reset cycles. Statistical NIST tests demonstrate the excellent randomness of the output bit-stream, with no need for whitening processes. For triangular pulses, no tracking process is also needed. Due to the simple implementation, high endurance, high scalability and CMOS compatibility of the STT-MRAM, the proposed TRNG is a promising tool for data and hardware security in IoT systems.
